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Non-Malleable Codes (simple def.)

Non-Malleable Code (informal)

An NMC is a pair (Enc, Dec) where Enc is an unkeyed randomized
mapping and we have:

Vm, Dec(Enc(m)) =m

VTeT, Dec(T(Enc(m))) ~ Dec(T(Enc(m')))

for some function space T .

> Introduced by Dziembowski, Pietrzak and Wichs (2010)
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Non-Malleable Codes (why?)

Application example: tamper-resilient cryptography:
» Store secrets S in coded form
» Only protect the decoding
» = The circuit never runs on S’ # S correlated with S

= Decrease the “attack surface” & protection
complexity /overhead
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Non-Malleable Codes (feasibility)

» Restrictions on T necessary. Cannot include, say
(x ~ Enc(Dec(x) + 1)
Enc(x)

+ Special “trick” to include Id and variants: use Dec (o),
answers *same* if o = Enc(x)
An approach for T split-state tampering only:
Split-state tampering model
Enc: {0,1}" x M~ {0,1}% x {0, 1}‘=
T={T=T0||Tr:{0,1} x {0,1}*r - {0,1}*0 x {0, 1}‘r}
» Constructions exist in this model (computational or
information-theoretic)
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Non-Malleable v. Error-Correcting

> Possible to have NMCs with 7 5 (x ~ 0) (“ultimate” error
pattern)

» If correction is not possible, decoding must fail
“catastrophically” (“all-or-nothing”)

Short NMC from RK-secure BC s ) il

Pierre Karpman



Formalizing security (in short)

Tamp
Tamp' (m) := Dec
For K < {0,1}"

Enck(m)

o ToEnck(m)

AdVNMC
AdVNMc(t) =

maxmax| Pr{A(Tamp (m)) = 1] = Pr{A(Tamp" () = 1]

for A running in time t
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A simple construction

Let £:{0,1}" x M — M be a block cipher. Define RKNMC[£]
as:

> Enck:= (m— k|| Ek(m))
» Dec:= (cil|cg = €} (cRr)

v ] o a ]
| |
£ g=1
|

o o]

» Provides /2 bits of security, for “‘good &£"
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Related-work

> mw (k,r)||(Ex(m), H(r,k)) (Kiayias & al., 2016)
» Codewords of length |m| + 9% + 2log?(k) or |m| + 18k
» Proof under KEA, with CRS

> m > sk||(pk, Epk(m), ) (Liu and Lysyanskaya, 2012)

» Codewords of length |m| + O(x?)
» Proof uses CRS
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Related-work

Figure: KEA & CRS?
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Broken instantiations

Take EMy(m) :==P(m® k) ® k
> Secure in the ideal permutation model (Even & Mansour,
1991)
» But not related-key secure: EMyga(m e A) = EMy(m) ® A

So:
> Let TL=Tr=(x—»x®A)
» Then Tamp' (m) = EM LA (EMy(m) @ A) =me A
» = RKNMC[EM] is trivially insecure
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Simulating Tamp from related-key queries

» Related-key attacks: the adversary can query Oy, (9;1, O k)
O;}k) for unknown k, chosen pe ® w/ O=E or O =%
» Objective: distinguish the two worlds

» Take T = ¢|| Tr. For any m, the RK adversary can query
x:=0k(m), y:= O;%k)(TR(X)), run an NMC adversary
A(T,m,$) ony

» = Advgrk w.r.t. @ is at least not (much) less than Advymc
w.rt. Tamp', T =]

Short NMC from RK-secure BC A== 7))/

Pierre Karpman



Related-key issues

» Problem: generic absence of RK security for unrestricted ¢

» For instance, take p: x+— 0

» But T : x = 0 /s allowed

» = upper-bounding Advypc by the Advgk seems meaningless
(

> A condition for meaningful Advgrk: ¢(K) “hard to guess” for
uniform K
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Related-key: the BK03 bound

> InSecy’(r,r') =
$
P K): PinX+@: K< K
Peo Xk Per X< oK) peP) K]
> InSecg (r) :=

$
pD Pri#t{o(K) o e P} <#P: K < K]

RK security of an ideal cipher

Advi™ () < InSecy’(r,r') + InSecg (r)

(Fun facts ~ blackboard)
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Switching to single-key security

» Take again T : x~ 0

» Then anyone with access to Oy may query x := O, (m),
y =&t (x)

» = Advymce w.r.t. such T reduces to single key security
AdeRp of &l
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More with single keys

» Take T : {0,1}* —» {ko, k1,..., kw} c{0,1}"

+ .. with ;= {T_. 7Y (k;)} all large (say size > 25/?)

If Vi, E: Kjx M > M “is secure”, Advymc is small w.r.t.
TampTL”'

v

» (Anyone with access to O can query x := O%i(m),
y =& (x))
» Formalized through " PRP-with-leakage” notion
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Main proof intuition

» Get a collection of reductions to RK, PRP-with-leakage

» Show that V T\, one reduction gives a "strong” bound
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Technical definitions (1)

PRP-with-leakage

Adv prp'leak(q,t) rRaxmax|Pr O“’(O)() ] [ O“’(I)()-l]|

» O, (b) picks k, aborts if ¢(k) cannot be guessed w.p. > PR
> Otherwise gives p(k) to A, answers further queries as:
» &) (b=0)
- #() (b=1)
For a “good” &, expected Advy™ leak (g, t) ~ t-27F/2
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Technical definitions (2)

Fixed-RK

Adv™(q,t) = rRaxmax|Pr O*"(O)() 1]- [O*"(l)()—l]‘

» O, (b) picks k, aborts if p(k) can be guessed w.p. > PR
» If still alive, answers further queries as:
n € () EGuy () (b=0)
(), £ () (b=1)
For a “good” &, expected Advfrk(q, t)mt-275/2
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Part of the proof

Define A as “O does not abort in FRK (and does in PRP-leak)”;
then:

PrlA(Tampginmc(m)) =1 A =A]

= Pr[ Ao Dec™" ™ oToEnck(m)=1n —J\]

= Pr—Ao’D}T(Iif;égm)oTRoEK(m) =1A —|/\:|

=Pr[ Ao Dy (ko TRoEK(m) =1 A ﬁ/\] L 27r2

= Pr{ Ao Dy, ()0 Tro £(m) =1 A A ]+ AdvEP'K(1,2¢ + 1)

4 2—&/2
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Final result

> Similar argument holds w.r.t. F-RK when A is true
> N\ is independent of m
=
Theorem
Advrinmc(t) <
2 max{Adv2P(1,2¢ + 1) +27%/2, AdvE™(4,2t) + e+ 27"}

N.B.: there is a generic attack w. Adv(t) ~ t2/2"
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Instantiation matters

Need block ciphers secure w.r.t. PRP-with-leakage and Fixed-RK
~ No known RK attack with ONE RK-query
~ No known large weak key classes
> Fixed message-length: e.g. AES-128 (|m| = 128, k = 64);
SHACAL-2 (|m| = 256, k = 256)
» Variable message-length: VILBC, e.g. MisterMonsterBurrito
+ IEM
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