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Exercise 1: AES field

Most of the elementary operations used in the definition of the AES block cipher are
defined over F28 , represented as F2[X]/X8 + X4 + X3 + X + 1.

We define the following C function:

uint8_t xtime(uint8_t a)

{

uint8_t m = a & 0x80 ? 0x1B : 0;

return ((a << 1) ^ m);

}

Q. 1: What does this function do?

Q. 2: Write your own variant of xtime for a different representation of F28 (for instance
using the polynomial X8 +X6 +X5 +X4 +X3 +X + 1, which is irreducible over F2[X]).

Q. 3: Write a multiplication function mul8 for the AES representation of F28 .

Exercise 2: Multiplication by a constant in F28

Let P =
∑7

i=0 piX
i be an arbitrary polynomial of F2[X] of degree < 8.

Q. 1: Compute the result of the multiplication of P by X modulo Q := X8 +X4 +X3 +
X + 1.

Q. 2: Considering that P can be written as a vector
(
p0 · · · p7

)
of F8

2, write the
multiplication of the previous question as a vector-matrix product and give the matrix
M0x2 of the right multiplication by X modulo Q.

Remark. M0x2 is called the companion matrix of Q

Q. 3: Compute M0x4 := M2
0x2 and M0x8 := M3

0x2. What is M0xB, the matrix of the
right multiplication by X3 + X + 1 modulo Q?

Q. 4: Write a function mul8k(uint8_t a, uint8_t k[8]) that computes the multipli-
cation of a by the constant k in F28 when given the matrix of the multiplication by the
latter.
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