Advanced cryptology (GBX9SY06) exercises

2019-12-06

Part I

The goal of this exercise is to find and analyse an attack for the fictional PONEY block cipher.
PONEY was designed to be resistant against standard differential and linear cryptanalysis; un-
fortunately, it suffers from a serious distinguisher that succeeds with a very high probability,
independent of the number of rounds used in the cipher. However, the success of the attack is
conditioned on the key belonging to a certain subset of weak keys.

1 Poney specifications

PONEY is a lightweight cipher, with 64-bit keys and 64-bit blocks. Its round function is the
composition of the parallel application of sixteen 4-bit S-boxes, a bit permutation, and a round-
key addition.

1.1 The S-box of Poney

The S-box PS of PONEY is the first entry of | , Table 1], which has the lowest possible
differential uniformity and linearity for a 4-bit S-box (respectively 4 and 8). As such, it is
expected to offer “optimal” resistance against differential and linear cryptanalysis. This S-box
is given in Table 1.

Table 1: The S-box of PONEY

1

x 2
1 2

0 3 5 7 8 9 AB CDE F
PS(z) 0 3 6 A5 B CF 7 9 D E

0 O

4
4

The algebraic normal form of the S-box is given in Table 2, where x; (resp. y;) denotes the
ith most-significant bit of the input (resp. output) of PS. The designers were satisfied with the
fact that it is of maximal degree on every output bit.

Table 2: The ANF of the S-box of PONEY

Yo = TT1X3 + TX2x3 + Toxe + Lox3 + Lo + T1X203 + 123 + X3
Y1 = XoT2x3 + ToT2 + ToT3 + T1X2 + T1X3 + X1 + Tax3
Yo = XpT1x3 + ToT3 + T1X2x3 + T12X2 + X2x3 + T2 + T3

Y3 = TT1T3 + TT3 + T1T2x3 + T1To + T123
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1.2 The bit permutation of Poney

The bit permutation used in PONEY is given in Table 3 to Table 6.

Table 3: The bit permutation of PONEY (0-15)

x 0 1 2 3 4 5 6 7T 8 9 10 11 12 13 14 15
PP(x) 56 53 14 59 20 57 38 35 24 25 54 3 32 33 18 19

Table 4: The bit permutation of PONEY (16-31)

x 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
PP(x) 44 29 46 15 38 9 26 43 28 17 2 51 4 13 10 11

Table 5: The bit permutation of PONEY (32-47)

T 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
PP(x) 36 1 6 47 40 41 62 23 16 5 50 55 48 49 34 7

Table 6: The bit permutation of PONEY (48-63)

x 48 49 50 51 b2 563 54 55 56 57 58 59 60 61 62 63
PP(z) 60 21 42 27 12 61 22 31 0 37 30 39 52 45 58 63

1.3 The key schedule of Poney

The key schedule of PONEY is quite simple. The i*" round key k; is given by 4 successive
applications of the permutation given in Table 7 performed on the 4-bit nibbles of the master
key ko. Or equivalently, k; = PKS(k;—1). This permutation has order 140, which means that all
round keys will be distinct up to at most that many rounds.

Table 7: The key schedule nibble permutation of PONEY

9 10 11 12 13 14 15

T o 1 2 3 4 8
4 15 9 10 3 7 0 2

5 7
PKS(z) 12 5 11 14 13 6 1

6
8

1.4 Summary

A depiction of PONEY’s round function is given in Figure 1. The designers claim that PONEY
with 128 rounds should be a secure cipher.

2 Questions

Q1: What surprising behaviour can you observe in the S-box when the two most-significant
bits of its input are set to zero? How does the ANF explain this? What is the degree of the
S-box when restricted to such inputs?
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Figure 1: One round of PONEY

Q2: Carefully inspect the bit permutation of PONEY. What can you say about the image of
the bits modulo four (equivalently, what can you say about the image of i if it is the 5™ output
bit of an S-box).

Q3: What happens after one round of PONEY if all inputs to the S-boxes have their two
highest bits equal to zero? Under what condition for the round keys does this property hold for
an arbitrary number of rounds?

Q4: Is the round key property identified in the previous question preserved by the actual key
schedule of PONEY? (That is, if if the property holds for k;, does it hold for k;11, and under
what conditions?) How many master keys exist such that all of their derived round keys have
this property? What is the probability that this happens for a uniformly random master key?

Q5:  Give a distinguisher for PONEY of unit time and data complexity that provides an ad-
vantage ~ 1 when the master key has the property identified above. Does the success of this
distinguisher depend on the number of rounds?

Comments

Although PONEY was specifically designed to be weak against the attack described above, some
actual cipher proposals such as PRINTCIPHER have been attacked in a similar way [ ].

Part 11

Exercice 1: The xkecd S-box

Q1: What is seriously wrong with the S-box depicted in Figure 27 What is its ANF?

Exercise 2: MISTY S-box differential branch number

We start with the following definition.

Definition 1. The differential branch number DBN of an n-bit S-box S : {0,1}"™ — {0,1}" is
defined as:

min wt(a) + wt(b),

{(a,)#(0,0)] 65 (a,b)#0}

where wt(z) is the Hamming weight of z and ds(a,b) = #{z € F}|S(z) + S(z + a) = b}.

In other words, the DBN of an S-box is the minimum input/output weight of a non-trivial
difference that may be propagated with non-zero probability.
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Figure 2: If you got a big keyspace, let me search it

Q1: Show that if S is invertible, then its DBN is at least two.

We now recall the MISTY construction for obtaining a 2n-bit S-box S from three n-bit ones
So, 81, So. Define:

L._ . - L .
Lot =2l 2f = So(zf) @ 2l

0
L ._ .R. R._ L R.
2. :L‘2 «— :.Ul, $2 .— Sl(xl) @l‘l,
L._ .R. R._ L R.

and S(z§||zd) = ||z, The resulting S-box is invertible if Sq 1 2 are.

Q2: Show that if Sg 1,2 are invertible and have DBN 3, then DBN(S) > 3.
(Hint: there are only two cases to consider. It may be helpful to draw the “circuit” of S in function of the smaller
S-boxes.)

Q3: What advantage can there be for an S-box to have a DBN of three (or more) when used in
an SPN block cipher with a bit permutation as linear layer (like PRESENT or PONEY)? What
about the case of an SPN whose linear layer is defined over n-bit quantities (like the AES)?
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