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Abstract. Oblivious ciphertext compression and decompression trans-
form encrypted dense vectors of length n with at most t non-zero entries
into compact encrypted sparse representations, and vice versa. These
primitives appear in the context of efficient protocols for encrypted search,
PIR, and oblivious message retrieval. Existing schemes suffer from large
ciphertext sizes or high computational cost. We present new determin-
istic and perfectly correct constructions based on linear codes, yielding
encrypted sparse representations of optimal size with near-linear com-
pression and decompression times. Our results improve both commu-
nication and computation over prior work. A central ingredient of our
work is to show that, for carefully chosen generalized Reed–Solomon
codes, variants of classical decoding algorithms combined with efficient
algebraic techniques enable to recover the error vector directly from the
syndrome in quasi-linear time in the syndrome length, rather than in the
full block length of the code.

1 Introduction

A vector v of length n with at most t non-zero entries can be described in two
very different ways: In its dense representation, v is given as an ordered list of
all n entries, including the zeros. In its sparse representation, it is specified by a
list that only contains the non-zero entries and their locations in the vector. The
dense form is often preferable for performing computations, whereas the sparse
form is advantageous for storage and communication, especially when t≪ n.

Switching between the two representations is trivial in the clear, but becomes
much more challenging when working with encrypted data, where the locations of
the zero entries are hidden. Nevertheless, efficient conversion is essential for the
practicality of many protocols, including encrypted search [YSK+13, CKK16,
AFS18, CDG+21], private information retrieval [ACLS18, BPSY23], and obliv-
ious message retrieval [LT22, LTW24].
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Oblivious Ciphertext Compression. Several works have studied how to oblivi-
ously compress an encrypted vector of bounded Hamming weight, converting it
from a dense form into a space-efficient sparse representation [CDG+21, LT22,
FLS23, FLOS24, BPSY23, LTW24]. In this setting, a server holds a vector
v ∈ Fn encrypted coordinate by coordinate under a homomorphic encryption
scheme, while the client holds the corresponding decryption key. The server’s
task is to transform the encrypted vector into a compact representation, under
the assumption that at most t entries of v are non-zero, and then send this com-
pressed form to the client. Upon decryption, the client should be able to recover
a sparse representation of v using work proportional to t rather than n. Some
work, like that of Bienstock et al. [BPSY23], also consider a relaxed setting in
which the client is additionally given the locations of the non-zero entries as
auxiliary input.

Oblivious Ciphertext Decompression. Complementary to oblivious compression,
Bienstock et al. [BPSY23] recently studied the task of oblivious ciphertext de-
compression. In this setting, the client holds a sparse representation {(i,vi)}i∈I

of a vector v with at most t non-zero entries. The goal is to encrypt this sparse
input so that the server can efficiently recover an encrypted dense vector ṽ,
where vi = ṽi for all i ∈ I. The values at the remaining coordinates of ṽ may be
arbitrary, making this a somewhat unusual form of sparse-to-dense transforma-
tion. Bienstock et al. showed that oblivious ciphertext decompression is a key
building block for batch private information retrieval schemes with improved
communication complexity.

Although both problems have received considerable attention in recent works,
existing approaches still suffer from suboptimal compression or decompression
rates or nontrivial computational overheads.

1.1 Our Contribution

In this work, we study oblivious ciphertext compression and decompression
through the lens of linear codes and present new constructions that improve
upon prior results in multiple ways. We show a general blueprint for reduc-
ing the problem of oblivious ciphertext compression and decompression to that
of constructing certain good linear codes. Instantiating our blueprint carefully,
we obtain compression (for both the setting with and without auxiliary client
input) and decompression schemes with encrypted sparse representations of op-
timal size and improved computational complexities. Notably, our constructions
are all fully deterministic and perfectly correct5.

A key ingredient in our constructions is a new algorithmic result for (gen-
eralized) Reed–Solomon codes. In coding theory, a syndrome is a compressed
representation of an error vector and classical decoding algorithms usually aim

5 Encryption schemes by themselves may not be perfectly correct. Our compres-
sion/decompression schemes are perfectly correct in the sense that they do not
introduce any additional error probabilities.
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Encoding Time Without Perfect Plaintext
Size Compression Decompression Support Correctness Space

[CDG+21] O(t · κ) O(n · κ) O(t · κ) ✓ ✗ G
[LT22] O

(
t · (lg2 t+ lg κ)

)
O(n · t) O

(
t3
)

✓ ✗ Fq with q > 2κ

[FLS23] O(κ · t/ lg t) O(n · κ/ lg t) O(t · κ/ lg t) ✓ ✗ Fq with q > 2κ

[FLS23] 2t O(n lgn) O(t ·
√
n) ✓ ✓ (†)Fq

[FLOS24] O(t+ κ · lg κ) O(n · κ) O(t · κ) ✓ ✗ Fq with q > 2κ

[BPSY23] t · (1 + ϵ) O(n · κ · 1/ϵ) O(t · κ · 1/ϵ) ✗ ✓ Fq

This Work 2t O
(
n · lg2 t

)
O
(
t · lg2 t · lg q

)
✓ ✓ (†)Fq

This Work 2t O(n · lg t) O
(
t · lg2 t · ℓ

)
✓ ✓ F2ℓ

This Work t O(n · lg t) O
(
t · lg2 t

)
✗ ✓ (†)Fq

This Work t O(n · lg t) O
(
t · lg2 t

)
✗ ✓ F2ℓ

Table 1. Comparison of oblivious compression schemes. Randomized constructions are
assumed to fail with probability at most 2−κ and we assume κ > lgn. The value ϵ > 0
is a constant. Encoding sizes are counted in ciphertexts. Computation times assume
arithmetic operations and hash function evaluations are constant time operations. G
denotes any abelian group, Fq a finite field, and (†)Fq a finite field with q > n, where
FFTs can be computed in time O(n lgn). When the client requires the locations of non-
zero indices as auxiliary input, we say it requires support and otherwise the construction
is said to work without support.

to reconstruct the original noise-free codeword with the help of the syndrome. In
contrast to this, we show that by carefully choosing the underlying generalized
Reed–Solomon code, one can efficiently recover the error vector directly from
the syndrome, without ever accessing the noisy codeword itself. Our algorithms
achieve quasi-linear running time in the syndrome length, rather than in the full
block length of the code.

1.2 Related Works

The task of compressing and decompressing encrypted data has been studied in
the literature before. In the following, we summarize and compare our results to
those that are closest to ours.

Strawman Solution. Fully homomorphic encryption [RAD78, Gen09] enables
arbitrary computations on encrypted data. In principle, this makes oblivious ci-
phertext compression and decompression trivial, as any plaintext algorithm can
be emulated on the encrypted data. However, such an approach is computation-
ally inefficient, as it relies on homomorphic multiplications between ciphertexts,
which are significantly more expensive than additions or multiplications by con-
stants. For this reason, we restrict attention to oblivious compression and decom-
pression schemes that only rely on homomorphic additions and multiplications
by constants.

Oblivious Ciphertext Compression Schemes. Over the last few years, several
works have presented constructions for oblivious ciphertext compression [CDG+21,
LT22, FLS23, FLOS24, BPSY23, LTW24]. The works of Choi et al. [CDG+21],
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Liu and Tromer [LT22], and Fleischhacker, Larsen, Obremski and Simkin [FLS23,
FLOS24], and Liu, Tromer, and Wang [LTW24] all present randomized construc-
tions that compress an encrypted vector of length n with hamming weight at
most t, into an encrypted sparse representation comprised of ω(t) ciphertexts6.
Bienstock et al. [BPSY23] consider a slightly relaxed setting, where the client
is given the locations of the non-zero entries in the server’s vector as auxiliary
input. The authors show that the relaxed problem with auxiliary input can be
solved with close to optimal bandwidth overhead and moderate computational
overheads. Concretely, they show how to compute an encrypted sparse represen-
tation of size t · (1 + ϵ), where ϵ > 0 is some small constant.

In contrast to these works, we present constructions that result in encrypted
sparse representations of size t and 2t for the setting with and without auxiliary
input. The server can compress their vector of length n in time O(n polylog t) and
the client can recover the plaintext sparse representation in time O(t polylog t).

The only existing construction that is also perfectly correct and compresses
the server’s encrypted vector down to 2t ciphertexts is due to Fleischhacker,
Larsen, and Simkin [FLS23]. Unfortunately, their construction is prohibitively
expensive for the client, who needs to perform O(t

√
n) arithmetic operations

to recover the sparse vector representation. A detailed comparison of existing
oblivious compression schemes is provided in Table 1.

Liu and Tromer [LT22] use Sparse Random Linear Codes in one of their
constructions. Nevertheless, their analysis is only based on the properties of
random matrices rather than coding-theoretic considerations. And subsequent
constructions such as [BPSY23] directly work with random structured matrices.
A novelty of our work is to exhibit the coding-theoretic nature of any oblivious
compression scheme based on additively homomorphic encryption schemes and
the role of Syndrome Decoding in this problem.

Oblivious Ciphertext Decompression Schemes. Bienstock et al. [BPSY23] present
a very efficient randomized oblivious decompression scheme. Their construction
enables the client to encrypt their sparse input vector into t · (1 + ϵ) cipher-
texts, where ϵ > 0 is again some small constant. In terms of computational
overhead, the client and the server need to perform O(tκ · 1/ϵ) and O(nκ · 1/ϵ)
homomorphic operations respectively, where O(2−κ) is the probability of their
construction producing an incorrect result. In contrast to their work, our ap-
proach is fully deterministic, perfectly correct, encrypts the sparse input vector
into exactly t ciphertexts, and the client and the server only need to perform
O
(
t lg2 t

)
and O(n lg t) homomorphic operations respectively.

1.3 Applications

Oblivious ciphertext compression and decompression schemes are useful building
blocks in a variety of applications. In the following we highlight a few of them.

6 For the sake of simplicity, we assume that ciphertexts are of some unit size and that
homomorphic operations on ciphertexts do no increase their size.

4



Secure Search. In the encrypted search setting, a client wishes to retrieve all
database entries matching an encrypted query, while the server only operates
on encrypted data. Protocols based on fully homomorphic encryption [AFS18,
AGHL19, WYXZ20, CDG+21] typically follow a two-step approach. First, the
server homomorphically evaluates the query on every entry in the database, re-
placing non-matches with encryptions of zero. Then, under the assumption that
only a bounded number of entries match, the server applies oblivious ciphertext
compression to the resulting sparse vector before returning it to the client.

Oblivious Message Retrieval. In the oblivious message retrieval setting [LT22,
LTW24], a server stores encrypted messages for many clients without knowing
which messages belong to whom. When a client connects, it should efficiently
obtain exactly the messages intended for them, without revealing their identity or
which messages were retrieved. Existing approaches closely mirror the structure
of encrypted search protocols: the client submits an encrypted query identifying
its messages, the server homomorphically filters the database by zeroing out
irrelevant entries, and then uses oblivious ciphertext compression to compactly
return the remaining ciphertexts to the client.

Single-Server PIR. In the private information retrieval (PIR) setting [CGKS95],
a client seeks to obtain a single entry from a server’s database without revealing
which entry is being accessed. The batch PIR variant [BIM00] extends this to the
case where the client retrieves t entries simultaneously, aiming for the server’s
computation to scale sublinearly in t. One of the most practically efficient con-
structions, due to Angel et al. [ACLS18], shows how to turn any single-query
PIR scheme into an efficient batch PIR scheme. Their construction works by
deriving 1.5t smaller databases from the server’s original database, arranged so
that each of the t requested entries lies in a distinct derived database. The client
then performs one single-query PIR on each of these derived databases: in t cases
it queries the desired entries, and in the remaining 0.5t cases it submits encryp-
tions of 0. The server evaluates all 1.5t queries in parallel, producing ciphertexts
of which 0.5t decrypt to 0.

Bienstock et al. [BPSY23] showed that oblivious ciphertext decompression
and compression can be used to reduce the communication between client and
server. Using our schemes instead of those by Bienstock et al., we can further
reduce the overhead of the resulting batch PIR protocol, while providing perfect
correctness.

Two-Server PIR. In two-server (batch) PIR, the database is fully replicated
among two non-colluding machines, both interacting with the client. Bienstock
et al. [BPSY23] present a two-server PIR construction based on distributed point
functions [GI14, BGI15] and their oblivious ciphertext compression scheme. For
this construction, they exploit the fact that compressing a vector is done via
a matrix-vector product, which is then shown to be compatible with the dis-
tributed point function approach. Since our compression scheme is also com-
prised of a matrix-vector product with an appropriately chosen matrix, we can
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directly apply our results to their two-server batch PIR construction to obtain a
perfectly correct construction with improved bandwidth overhead and reduced
computational complexity.

2 Preliminaries

Notation. We denote the computational security parameter by λ. We write
x ← X to denote the process of sampling x uniformly at random from the set
of elements X. For a random algorithm A and input x, we write y ← A(x) to
denote the process of running A with input x and uniformly random coins and
assigning the output to y. For a bit string x, we write |x| to denote its bit length.
We write [n] to denote the set {1, . . . , n}. For a vector x ∈ Xn, we write xi to
denote the ith component of the vector. For a function f : X → Y and a vector
x ∈ Xn we will sometimes abuse notation and write f(x) to denote the vector
(f(x1), . . . f(xn)). For a vector x ∈ X ∪ {0} for some set X, we write hw(x) to
denote the hamming weight, i.e. the number of non-zero entries, of x. We define
the sparse representation of x as sparse(x) := {(xi, i) | xi ̸= 0} and refer to x as
the dense representation, i.e. dense(sparse(x)).

We will often use the classical complexity function notation (M : N 7→ N)
for the algebraic cost of polynomial multiplication, that is, two polynomials of
degree < n can be multiplied using M(n) algebraic operations. Note that the
value of M(n) depends on the underlying ring of coefficients. We will also make
heavy use of the so-called transposition principle [BLS03] which states that a
linear algorithm that performs a matrix-vector product can be transposed to
produce another algorithm for computing the transposed matrix-vector product
with the same algebraic complexity.

2.1 Homomorphic Encryption

In the following, we formally define homomorphic encryption. For the sake of
simplicity, we focus on fully homomorphic encryption schemes that allow for
repeatedly evaluating arithmetic circuits on a vector of ciphertexts. All of our
results trivially generalize to somewhat homomorphic encryption schemes.

Definition 1. A homomorphic encryption scheme E = (Gen,Enc,Eval,Dec) with
message spaceM is a tuple of PPT algorithms that are defined as follows:

(ek, dk)← Gen(1λ): The key generation algorithm takes security parameter λ as
input and returns encryption key ek and decryption key dk. The encryption
key implicitly defines the ciphertext space E.

c← Enc(ek,m): The encryption algorithm takes encryption key ek as well as
message m ∈M as input and returns a ciphertext c ∈ E.

c̃← Eval(ek, f, c): The evaluation algorithm takes encryption key ek, function
f : Mn → Mm, and ciphertext vector c ∈ En as input and returns a new
ciphertext vector c̃ ∈ Em.
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m← Dec(dk, c): The decryption algorithm takes decryption key dk and cipher-
text c ∈ E as input and returns message m ∈M∪ {⊥}.

Definition 2 (Correctness). Let ℓ, n1, . . . , nℓ,m1, . . . ,mℓ ∈ N with mi = ni+1

for all i ∈ [ℓ − 1]. Let E = (Gen,Enc,Eval,Dec) be a homomorphic encryption
scheme with message space M. Let C1, . . . , Cℓ be arithmetic circuits with Ci :
Mni → Mmi for i ∈ [ℓ]. Then E is said to be correct, if for any security
parameter λ ∈ N and any vector m ∈Mn, it holds that

Pr

Cℓ(. . . C1(m) . . . ) ̸= m′ :

(ek, dk)← Gen(1λ)

ct0 ← Enc(ek,m)

cti ← Eval(ek, Ci, cti−1) ∀ i ∈ [ℓ]

m′ ← Dec(dk, ctℓ)

 ≤ negl(λ),

there the probability is taken over the random coins of all involved algorithms.

We say an encryption scheme is additively homomorphic, if it supports ad-
dition of encrypted values and multiplication of encrypted values by public con-
stants, but not necessarily multiplication of two encrypted values. For notational
convenience, we will write c1+c2 as shorthand notation for Eval(ek, f(x, y) := x+
y, (c1, c2)) and α·c for α ∈M as shorthand notation for Eval(ek, fα(x) := α·x, c),
where we assume that ek is always clear from the context. Furthermore, we as-
sume that the ciphertext size is fixed and does not increase, when homomorphic
operations are performed.

Definition 3 (IND-CPA). Let E = (Gen,Enc,Eval,Dec) be a homomorphic
encryption scheme with message space M. We say E is indistinguishable under
chosen message attacks, if for any PPT adversary A and any λ ∈ N, it holds
that

Pr

b = b′ :

(ek, dk)← Gen(1λ)

(m0,m1)← A(ek)
b← {0, 1}

ct← Enc(ek,mb)

b′ ← A(ct)

 ≤
1

2
+ negl(λ).

2.2 Oblivious Ciphertext Compression

Now let us define oblivious ciphertext compression. In this setting, we have a
compressor and a decompressor. The compressor is given an encrypted vector
ct of length n of bounded hamming weight and is asked to compress the vector.
The decompressor holds the decryption key, is given the compressed vector, and
is asked to output a sparse7 representation of the original plaintext vector.

7 By only asking the decompressor to output a sparse representation, we enable them
to have a computational complexity that is dependent on the maximum number of
non-zero entries and in particular sub-linear in the length of the compressed vector.
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The setting we consider is more general than that of Bienstock et al. [BPSY23],
but for the sake of simplicity less general than that of Fleischhacker, Larsen, and
Simkin [FLS23]. In comparison to Bienstock et al., we do not provide the de-
compressor with the indices of the non-zero vector entries. In comparison to
Fleischhacker, Larsen, and Simkin, we formally consider the task of compressing
fresh encryptions, rather than encryptions that are the output of possible previ-
ous homomorphic evaluation. We note, however, that all of our results trivially
generalize to the formal setting of their work as well.

Definition 4 (Oblivious Ciphertext Compression). Let n, t ∈ N, let M
be a set containing zero, and let Pt = {v ∈ Mn | hw(v) ≤ t}. Let E =
(Gen,Enc,Eval,Dec) be a homomorphic encryption scheme with message space
M and ciphertext bit length ξ = ξ(λ). A pair of PPT algorithms (OblivCompress,
Decompress) is a ciphertext compression scheme for E for message space Pt with
error ϵ and compression rate δ, if for any message vector m ∈ Pt and any λ ∈ N,
it holds that

Pr

sparse(m) = m′ ∧ |ct′| ≤ δ · ξ · n :

(ek, dk)← Gen(1λ)

ct← Enc(ek,m)

ct′ ← OblivCompress(ek, ct)

m′ ← Decompress(dk, ct′)

 ≥ 1− ϵ,

where the probability is taken over the random coins of all involved algorithms.

Below we provide a definition for the setting that was considered by Bienstock
et al. [BPSY23]. In it, we provide the decompressor with a set I that contains
the non-zero indices.

Definition 5 (Oblivious Ciphertext Compression with Auxiliary In-
put). Let n, t ∈ N, let M be a set containing zero, and let Pt = {v ∈ Mn |
hw(v) ≤ t}. Let E = (Gen,Enc,Eval,Dec) be a homomorphic encryption scheme
with message space M and ciphertext bit length ξ = ξ(λ). A pair of PPT algo-
rithms (OblivCompressAux,DecompressAux) is an auxiliary-input ciphertext com-
pression scheme for E for message space Pt with error ϵ and compression rate
δ, if for any message vector m ∈ Pt with I = {i ∈ [n] |mi ̸= 0} and any λ ∈ N,
it holds that

Pr

sparse(m) = m′ ∧ |ct′| ≤ δ · ξ · n :

(ek, dk)← Gen(1λ)

ct← Enc(ek,m)

ct′ ← OblivCompressAux(ek, ct)

m′ ← DecompressAux(dk, ct′, I)

 ≥ 1−ϵ,

where the probability is taken over the random coins of all involved algorithms.

2.3 Oblivious Ciphertext Decompression

In the oblivious ciphertext decompression setting, the roles of compressor and
decompressor are effectively switched. The compressor is given the sparse repre-
sentation of a plaintext vector m of length n of bounded hamming weight and is
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asked to produce a succinct encoding ct of this vector. The encoding should not
reveal the locations of the non-zero positions, but should still allow the decom-
pressor to expand the succinct encoding obliviously into an encrypted “relaxed”
dense representation. That is, all non-zero entries in the sparse representation
should be correctly expanded in the dense representation, but all other entries
in the expanded vector can be arbitrary values and do not need to be zero.

Definition 6 (Oblivious Ciphertext Decompression). Let n, t ∈ N, let
M be a set containing zero, and let Pt = {v ∈ Mn | hw(v) ≤ t}. Let E =
(Gen,Enc,Eval,Dec) be a homomorphic encryption scheme with message space
M and ciphertext bit length ξ = ξ(λ). A pair of PPT algorithms (Compress,
OblivDecompress) is a ciphertext decompression scheme for E for message space
Pt with error ϵ and compression rate δ, if for any message vector m ∈ Pt and
any λ ∈ N, it holds that

Pr

(mi = 0 ∨mi = m′
i) ∀ i ∈ [n] ∧
|ct| ≤ δ · ξ · n

:

(ek, dk)← Gen(1λ)

ct← Compress(ek, sparse(m))

ct′ ← OblivDecompress(ek, ct)

m′ ← Dec(dk, ct′)

 ≥ 1− ϵ,

and for any PPT adversary A, it holds that

Pr

b = b′ ∧m0 ∈ Pt ∧m1 ∈ Pt :

(ek, dk)← Gen(1λ)

m0,m1 ← A(ek, dk)
b← {0, 1}

ct← Compress(ek, sparse(mb))

b′ ← A(ct)

 ≤
1

2
+negl(λ).

3 Linear Codes

In this section, we first recall some standard terminology from coding theory that
we will use throughout the paper. In particular, we will properly introduce the
Syndrome Decoding and Syndrome Decoding with Known Support problems that
will be the key ingredient for designing efficient oblivious ciphertext compres-
sion/decompression schemes. Then, we will study these problems for the case of
the well known Generalized Reed-Solomon code where our aim is to provide a
thorough complexity analysis.

Definition 7 (Linear Codes). Let n, k, q ∈ N. A linear [n, k, d] code over Fq

is an injective mapping C : Fk
q → Fn

q . We call k the message length, n the block
length, and any element in the image of C a codeword. The minimal distance d
is the smallest number of non-zero entries in any non-zero c ∈ C.

Remark 1. We will sometimes abuse notation and write C to refer to the set of
all possible codewords, rather than the injective mapping itself.
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Definition 8 (Generator/Parity Check Matrices). Let n, k, q ∈ N and let
C be a linear [n, k, d] code over Fq. A matrix G ∈ Fk×n is said to be a generator
matrix of C, if for all m ∈ Fk

q , it holds that mT · G = C(m). A matrix H ∈
F(n−k)×n is said to be a parity-check matrix of C, if C = {c ∈ Fn

q | H · c = 0}.

Proposition 9 (Singleton bound). Let C be a linear [n, k, d] code over Fq.
Then d ≤ n− k + 1.

Definition 10 (Maximum Distance Separable Codes). Let n, k, q ∈ N and
let C be a linear [n, k, d] code over Fq. The code C is said to be maximum distance
separable (MDS), if d = n− k + 1.

For the purpose of compressing encrypted data, we will need to use the concept
of efficient syndrome decoding. Let c be a codeword and let e be a sparse noise
vector. In the classical error correction setting, we aim to recover c, when given
c+ e. We will say that a code is syndrome decodable, when e can be recovered
from H and H · (c+ e) alone, without access to c+ e itself.

Definition 11 (Syndrome Decoding). Let n, k, q ∈ N and let C be a linear
[n, k, d] code over Fq. Let G ∈ Fk×n be a generator and H ∈ F(n−k)×n a parity-
check matrix of C. The code C is said to be efficiently syndrome decodable up to
error t, if there exists a poly(n − k)-time algorithm, which for any c ∈ C and
e ∈ Fn

q of hamming weight at most t (i.e. hw(e) ≤ t) recovers sparse(e) from H
and H · (c+ e).

Definition 12 (Syndrome Decoding with Known Support). Let n, k, q ∈
N and let C be a linear [n, k, d] code over Fq. Let G ∈ Fk×n be a generator and
H ∈ F(n−k)×n a parity-check matrix of C. The code C is said to be efficiently
syndrome decodable from known support up to error t, if there exists a poly(n−k)-
time algorithm, which for any c ∈ C and e ∈ Fn

q of hamming weight at most t
recovers sparse(e) from H, H · (c+ e), and I = {i ∈ [n] | ei ̸= 0}.

Now for the purpose of encrypted decompression, we observe that we can, in
spirit, do the opposite of syndrome decoding. Given a long vector p ∈ Fn and
some indices of interest I ⊂ [n], we can compute a short vector m, such that
for c = m · H, we have that p and c agree on their values in all positions in
I. In other words, we can program a short seed m that can be expanded, via
a matrix vector multiplication, into a long vector c, such that some entries in
c take on the desired programmed values. Note that this can be interpreted as
erasure correction in the dual code.

Lemma 13 ([Rot06, Theorem 2.2]). Let n, k, q ∈ N and let C ̸= {0} be a

linear [n, k, d] code over Fq and let H ∈ F(n−k)×n
q be a parity-check matrix of C.

The minimum distance of C is the largest integer d, such that every set of d− 1
columns in H is linearly independent.

Corollary 14. Let n, k, q ∈ N and let C ̸= {0} be a linear [n, k, d] code over

Fq and let H ∈ F(n−k)×n
q be a parity-check matrix of C. For any p ∈ Fn

q and
any subset I ⊂ [n] of size at most d − 1, one can efficiently compute a vector
m ∈ Fn−k

q such that c = m ·H satisfies ci = pi for all i ∈ I.
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Proof. Consider the vector pI = (pi1 , . . . , pit) where I = {i1, . . . , it}, and HI be
the submatrix of H comprised of columns i1, . . . , it of H. Since C has minimal
distance d, Lemma 13 implies thatHI is full rank. Therefore, the systemm·HI =
pI has t ≤ d− 1 linearly independent equations in n− k ≥ d− 1 ≥ t variables,
hence has at least one solution m. ⊓⊔

3.1 Reed-Solomon Codes

In this section, we present (generalized) Reed-Solomon codes, and we show they
are indeed very efficient syndrome decodable codes, by giving a precise complexity
analysis.

Definition 15 ([Rot06]). Let n, k, q ∈ N, and α1, . . . , αn ∈ F×
q pairwise

distinct. The normalized generalized Reed-Solomon code (normalized GRS code)
C over Fq with code locators α1, . . . , αn is the linear [n, k, n−k+1] code over Fq

defined as C(m) = (v1m(α1), . . . , vnm(αn)) where m(αj) =
∑k

i=1 miα
i−1
j and

vj =
∏

i̸=j
1

αj−αi
, for 1 ≤ j ≤ n. A parity-check matrix of C is

H =


1 1 . . . 1
α1 α2 . . . αn

α2
1 α2

2 . . . α2
n

...
...

...

αn−k−1
1 αn−k−1

2 . . . αn−k−1
n

 .

Lemma 16. Let H ∈ F(n−k)×n
q be the parity-check matrix of a normalized GRS

code [n, k, d]. Given m ∈ Fn−k
q and p ∈ Fn

q , the vector-matrix and matrix-vector

products m ·H and H ·p can be computed in O
(

n
n−kM(n− k) log(n− k)

)
finite

field operations. These operations are linear in the inputs m and p.
If the code locators α1, . . . , αn are assumed to be in geometric progression,

the complexity is reduced to n
n−k (M(n− k) +O(n− k)).

Proof. Write (m · H)i =
∑n−k

j=1 mjα
j−1
i = m(αi). This vector-matrix product

corresponds to the evaluation of a degree-(n− k − 1) polynomial on the n code
locators. Since we can process code locators by bunch of (n − k) values, this
can be computed with ⌈ n

n−k ⌉ multi-point evaluations on (n − k) points using

O
(

n
n−kM(n− k)

)
finite field operations [vzGG13]. When the code locators are in

geometric progression, we can use the optimized multi-point evaluation of [BS05],
yielding the claimed complexity. The transposition principle [BLS03] implies that
computing H · p has exactly the same cost. ⊓⊔

Lemma 17. Let H ∈ F(n−k)×n
q be the parity-check matrix of a normalized GRS

code [n, k, d]. The two following problems can be solved in O(M(n− k) log(n− k))
finite field operations:

11



– given p ∈ Fn
q and any subset I ⊂ [n] of size at most d− 1 = n− k, compute

a vector m ∈ Fn−k
q such that c = m ·H satisfies ci = pi for all i ∈ I;

– given m ∈ Fn−k
q and any subset I ⊂ [n] of size at most n − k, compute a

vector p ∈ Fn
q such that m = H · p and pi = 0 for i /∈ I.

Proof. Without loss of generality, we assume that I has size n − k. Otherwise,
one can replace I by a superset of the required size. Using the same notations
as in Corollary 14, the goal of the first problem is to compute m such that
m ·HI = pI . As in the proof of Lemma 16, m ·HI corresponds to multi-point
evaluation. The converse problem, computing m from HI and pI , is polynomial
interpolation. The vector m can thus be computed in O(M(n− k) log(n− k))
finite field operations [vzGG13]. The second problem has the same complexity
according to the transposition principle [BLS03]. ⊓⊔

Theorem 18 (Decoding complexity of GRS Codes). Let n, k ∈ N, let C
be a normalized GRS code [n, k, d] over Fq with code locators α1, . . . , αn. Then,

(i) If the map αi 7→ i is efficiently computable, C is efficiently syndrome de-
codable up to ⌊n−k

2 ⌋ errors in O(M(n− k) log(n− k) log q) finite field oper-
ations, and

(ii) C is efficiently syndrome decodable from known support up to (n− k) errors
in O(M(n− k) log(n− k)) finite field operations.

Proof. The algorithm is an adaptation of Berlekamp-Massey algorithm as de-
scribed by Roth [Rot06]. The main difference lies in the fact that the complexity
is quasi-linear in the syndrome size (n− k) rather than the code length n.

Let c ∈ C, e ∈ Fn
q of hamming weight at most t ≤ n−k

2 and s = H · (c+e) be
the syndrome where H is the parity-check matrix of C. Let I = {i ∈ [n] | ei ̸=
0}. The starting point of Berlekamp-Massey algorithm is the remark that the
syndrome s satisfies a linear recurrence with minimal polynomial Λ =

∏
i∈I(x−

αi). The polynomial Λ can be computed from the (n−k) terms s1, . . . , sn−k by
means of Padé approximation in O(M(t) log t) finite field operations [vzGG13,
Chapter 12]. The roots of Λ can be computed using Berlekamp-Rabin’s algorithm
in O(M(t) log(t) log q) finite field operations [Ber70, Rab80]. This provides the
set {αi : i ∈ I}. Since the map αi 7→ i is efficiently computable, this also
provides the set I. Finally, computing the error values from I can be done in
O(M(t) log(t)) finite field operations according to Lemma 17.

This proves the first item. For the second item, we assume that I = {i1, . . . , it}
is known. Only the last step is required, whence the complexity. ⊓⊔

Theorem 18(i) requires an efficiently computable mapping αi 7→ i. If the
characteristic of Fq is large enough, we can choose αi = i. In addition to be-
ing efficiently computable, this is an arithmetic progression and we can further
improve the complexity statement of Lemma 16 by a constant factor to get
n

n−k (M(n− k) log(n− k) +O(n− k)) [BS05]. For smaller characteristics, say

when q = pk for some small p, elements of Fq are polynomials over Fp of de-

gree < k. We can choose αi =
∑k−1

j=0 ijx
j where i =

∑k−1
j=0 ijp

j is the base-p
representation of i.

12



Remark 2. Classical decoding algorithms for GRS codes such as Berlekamp-
Massey algorithm have no assumption on the code locators. To get the best
complexity in Lemma 16, a standard choice is to use a geometric progression. But
the map αi 7→ i becomes a discrete logarithm and is not efficiently computable
(except in some very specific finite fields). For standard decoding algorithms
that first compute the syndrome from a noisy codeword in quasi-linear time
in n, the cost of the discrete logarithm is anyway dominated by the syndrome
computation. In our settings where the input is the syndrome, this is not true
anymore and the discrete logarithm becomes the dominant term. Although it
is phrased in the vocabulary of sparse polynomial interpolation, this is exactly
the solution proposed in [FLS23, Section 4] with complexity O(

√
n) due to the

discrete logarithms computations.

3.2 Reed-Solomon Codes over LCH polynomial basis

In the following, we provide an alternative definition of Reed-Solomon codes
when the plaintext space is the binary extension field F2ℓ . In such a case, it
does exist a definition that allows for faster encoding and decoding. The main
idea, introduced in the work of Lin et al. [LCH14, LANH16], is to replace the
polynomial basis in the GRS code, i.e. the monomial one, with a more involved
one for which the polynomial arithmetic is more efficient. In particular, the new
basis is compliant for designing fast additive FFT over affine subspace of F2ℓ ,
allowing to design fast Reed-Solomon erasure codes [LCH14]. It has been fur-
ther demonstrated that Reed-Solomon codes over the new basis can also correct
errors efficiently: [LANH16] for powers of two syndrome’s sizes, and its natural
extension to the general case using the truncated evaluation/interpolation over
LCH basis from [Cox21].

Our aim is to show that such codes are also efficient syndrome decodable
codes, yielding a better complexity estimate than the more classical GRS codes.

We start by introducing the LCH polynomial basis of [LCH14], and then
provide the necessary materials to provide efficient syndrome decodable GRS
codes over the LCH basis.

Definition 19 (LCH polynomial basis [LCH14]). Let q = 2ℓ. Let v̄ =
(v0, . . . ,vℓ−1) denote a basis of Fq as an F2-vector space and write Fq = {ω0, . . . , ω2ℓ−1}
where for 0 ≤ i < 2ℓ, ωi = i0 · v0 + · · · + iℓ−1 · vℓ−1 and ik denotes the kth bit
in the binary representation of i. Let

Xi(x) =

ℓ−1∏
k=0

2k−1∏
j=0

(x− ωj)

ik

for 0 ≤ i < 2ℓ. The set X = {X0(x), . . . , X2ℓ−1(x)} is the LCH basis of

Fq[x]/(x
2ℓ − x). Each Xi(x) satisfies degXi(x) = i.

For simplicity, one can consider v̄ = (e0, . . . ,eℓ−1) in the LCH basis, where
ei ∈ Fℓ

2 are the canonical vectors, i.e. ∀j ̸= i, ei[j] = 0 and ei[i] = 1. The

13



following proposition gathers many complexity results on the computation with
polynomials given in the LCH basis.

Proposition 20 ([LCH14, LANH16, Cox21]). Let q = 2ℓ. For any polyno-
mials f, g ∈ Fq[x] of degree d < 2ℓ, given by the list of their coefficients in the
LCH basis, one can compute

– the formal derivative of f in LCH basis in time O(d log d) operations over
Fq,

– the product f × g in LCH basis in time O(d log d) operations over Fq,
– the quotient and the remainder in the LCH basis of f divided by g in time
O(d log d) operations over Fq,

– the gcd of f and g in the LCH basis, together with its Bézout coefficients, in
time O

(
d log2 d

)
operations over Fq.

We now provide a few other complexity results on the LCH basis that will
be key ingredients in the syndrome decoding approach over LCH basis.

Corollary 21. Let q = 2ℓ and X = {X0(x), . . . , X2ℓ−1(x)} be an LCH basis

of Fq[x]/(x
2ℓ − x). Let (α1, . . . , αn) be pairwise distinct elements of Fq, and

f(x) =
∑d−1

i=0 fi ·Xi(x), with d ≤ n < 2ℓ.

– (multi-point evaluation in LCH basis) The computation of (f(α1), . . . , f(αn))
from the coefficients (f0, . . . , fd−1) and the points (α1, . . . , αn) costs O

(
n log2 d

)
operations in Fq.

– (polynomial interpolation in LCH basis) The computation of (f0, . . . , fd−1)
from the values f(α1), . . . , f(αn) and the points (α1, . . . , αn) costs O

(
n log2 d

)
operations in Fq.

– (root finding in the LCH basis) Assuming that f =
∏d

i=1(x− βi) with pair-
wise distinct βi ∈ Fq, the computation of (β1, . . . , βd) from the coefficients
(f0, . . . , fd−1) costs O

(
d log2 d · log q

)
operations in Fq.

If α1, . . . , αn lie in a same affine subspace of Fq of dimension O(log n), the
complexity of multi-point evaluation and interpolation is reduced to O(n log d).

Proof. If the αi’s lie in an affine subspace E + ω ⊂ Fq, with E is a linear
subspace of Fq and ω ∈ Fq, the multi-point evaluation problem over LCH basis
is the additive FFT problem of [LCH14] that is solved in O(n log d). A similar
result is achieved for interpolation using the inverse FFT algorithm of [LCH14].

If there is no assumption on the αi’s, one can directly re-use the fast classical
divide-and-conquer approaches for multi-point evaluation and for interpolation
over the monomial basis [vzGG13, Sections 10.1 and 10.2]. These algorithms
work mutatis mutandis over LCH basis. Indeed, by choosing v̄ = {e1, . . . ,eℓ} in
the LCH-basis, we know that X1(x) = x and X0(x) = 1. Then, we can perform⌈
n
d

⌉
multi-point evaluations with only d points at a time, so that each multi-

point evaluation problem is regular, i.e. d points with a degree-d−1 polynomial.
For the γth regular problem, we can therefore build the sub-product tree of
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∏d
j=1(X1(x) − αγ·d+j) directly in the LCH basis. The fast multi-point evalu-

ation algorithm [vzGG13, Section 10.1] uses this sub-product tree to perform

several divisions starting from the input polynomial f(x) =
∑d−1

i=1 fi · Xi(x).
Since all the operations are performed in the LCH basis, this approach requires⌈
n
d

⌉
O
(
d log2 d

)
= O

(
n log2 d

)
operations in Fq by Proposition 20. A similar

remark applies for interpolation in the LCH basis, using the efficient formal
derivative algorithm in the LCH basis of Proposition 20.

Finally, to prove the result for the root finding problem, one may remark that
the algorithm of Berlekamp-Rabin [Ber70, Rab80] designed for binary extension
field work mutatis mutandis over an LCH basis. The complexity statement is
achieved through the use of Proposition 20. ⊓⊔

Given an LCH basis for Fq[x]/(x
2ℓ − x), we can define a Reed-Solomon code

over an LCH basis, in a very similar manner as Definition 15. These codes, or
more precisely their dual codes, have been introduced by Lin et al. [LCH14] and
their decoding is studied by Lin et al. [LANH16].

Definition 22 (normalized GRS code in LCH basis [LCH14]). Let q = 2ℓ

and X = {X0(x), . . . , X2ℓ−1(x)} be an LCH basis of Fq[x]/(x
2ℓ−x). Let n, k ∈ N,

and α1, . . . , αn ∈ F×
q be pairwise distinct. The normalized GRS code in LCH

basis (normalized GRS-LCH code) over Fq with code locators α1, . . . , αn is the
linear [n, k, n− k + 1] code over Fq defined as C(m) = (v1m(α1), . . . , vnm(αn))

where m(αj) =
∑n−k−1

i=0 mi · Xi(αj) and vj =
∏

i̸=j
1

αj−αi
, for 1 ≤ j ≤ n. A

parity-check matrix of C is

H =


X0(α1) X0(α2) . . . X0(αn)
X1(α1) X1(α2) . . . X1(αn)

...
...

...
Xn−k−1(α1) Xn−k−1(α2) . . . Xn−k−1(αn)

 .

Lemma 23. Let q = 2ℓ and X = {X0(x), . . . , X2ℓ−1(x)} be an LCH basis of

Fq[x]/(x
2ℓ − x). Let H ∈ F(n−k)×n

q be the parity-check matrix of a normalized
GRS-LCH code C of parameters [n, k, d]. Given m ∈ Fn−k

q and p ∈ Fn
q , the

vector-matrix and matrix-vector products m · H and H · p can be computed in
O
(
n log2(n− k)

)
finite field operations. These operations are linear in the inputs

m and p.
The complexity becomes O(n log(n− k)) if the code locators α1, . . . , αn lie

in an affine subspace of Fq.

Proof. According to Definition 22, computing m ·H corresponds to multi-point
evaluation in LCH basis. The complexity is then deduced from Corollary 21
(multi-point evaluation). Computing H · p has the same complexity according
to the transposition principle [BLS03]. ⊓⊔

Lemma 24. Let q = 2ℓ and X = {X0(x), . . . , X2ℓ−1(x)} be an LCH basis of

Fq[x]/(x
2ℓ − x). Let H ∈ F(n−k)×n

q be the parity-check matrix of a normalized
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LCH-GRS code C of parameters [n, k, d]. The two following problems can be
solved in O

(
(n− k) log2(n− k)

)
finite field operations:

– given p ∈ Fn
q and any subset I ⊂ [n] of size at most d− 1 = n− k, compute

a vector m ∈ Fn−k
q such that c = m ·H satisfies ci = pi for all i ∈ I;

– given m ∈ Fn−k
q and any subset I ⊂ [n] of size at most n − k, compute a

vector p ∈ Fn
q such that m = H · p and pi = 0 for i /∈ I.

If we further assume that we have a map that sends I ⊂ n to a linear subspace
of Fq, the complexity becomes O((n− k) log(n− k)) finite field operations.

Proof. The proof is a direct consequence of Corollary 14, Corollary 21 (polyno-
mial interpolation) and the transposition principle [BLS03]. ⊓⊔

Theorem 25 (Decoding complexity of normalized GRS-LCH codes).

Let q = 2ℓ and X = {X0(x), . . . , X2ℓ−1(x)} be an LCH basis of Fq[x]/(x
2ℓ − x).

Let n, k ∈ N, let C be a normalized GRS-LCH code [n, k, d] over Fq with code
locators α1, . . . , αn. Then,

i. If the map αi 7→ i is efficiently computable, C is efficiently syndrome decod-
able up to ⌊n−k

2 ⌋ errors in O
(
(n− k) log2(n− k) log q

)
finite field operations,

and
ii. C is efficiently syndrome decodable from known support up to (n− k) errors

in O
(
(n− k) log2(n− k)

)
finite field operations.

Proof. The proof for (i) follows the same blueprint as the decoding algorithm
of [LANH16, Section 7], in which the code locators are chosen so that αi =∑ℓ−1

j=0 ijx
j where i =

∑ℓ−1
j=0 ij2

j is the binary representation of i.
Although their decoding algorithm is for the dual code of C, it is easily

adapted to C that has the same structure. The first step in their algorithm is the
computation of the syndrome, which is the input of our problem. We are given
s = H · (c + e) = H · e where c ∈ C and e ∈ Fn

q satisfies hw(e) ≤ t ≤ n−k
2 .

As in [LANH16], the error-locator polynomial λ(x) can be computed using a
polynomial division and an extended gcd algorithm in LCH basis involving
the polynomial associated to s, which is of degree less than n − k, for a to-
tal cost of O

(
(n− k) log2(n− k)

)
operations over Fq. The next step is to com-

pute the roots of λ(x), which are the code locators αi for which ei is non-zero.
Instead of relying on FFT to evaluate λ on the n code locators (for a cost lin-
ear in n), we use the root finding algorithm described in Corollary 21, using
O
(
(n− k) log2(n− k) log q

)
operations in Fq. From the roots, we can obtain

easily the set of error locations I ⊂ [n] of size at most t, since it is assumed that
the map αi 7→ i is efficiently computable.

From this set, the error values {ei | i ∈ I} can be computed using the variant
of Forney’s algorithm [For65] proposed in [LANH16, Section 7]. Again, instead
of evaluating the required polynomials at all code locators, we evaluate them
only on the t meaningful values, i.e. {αi | i ∈ I}. According to Corollary 21
(multi-point evaluation) this requires O

(
(n− k) log2(n− k)

)
operations in Fq.
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The overall process is dominated by root finding. This concludes the proof for
(i). The proof for (ii) correspond exactly to the last step of (i) when the set I
is known. ⊓⊔

Remark 3. Theorem 25(i) requires an efficiently computable mapping αi 7→ i.
To define the LCH basis, we can use the canonical basis (e0, . . . ,eℓ−1), and

choose αi =
∑ℓ−1

j=0 ijej where
∑ℓ−1

j=0 ij2
j is the binary representation of i. This

also provides the best known complexities for operations in the LCH basis.

4 Compression via Linear Codes

In this section, we show that efficiently syndrome decodable linear codes allow
for efficient ciphertext compression. By plugging in various syndrome decodable
codes, we then obtain ciphertext compression schemes with different trade-offs.

OblivCompress(ek, ct)

1 : f(c) := H · c
2 : ct′ ← E.Eval(ek, f, ct)

3 : return ct′

Decompress(dk, ct)

1 : s← E.Dec(dk, ct)

2 : m← C.Decode(s)
3 : return m

Fig. 1. Oblivious ciphertext compression from linear codes. E is a homomorphic en-
cryption scheme and C is a linear code with parity-check matrix H.

Theorem 26. Let n, t, k, q, λ ∈ N, let C be a linear [n, k, d] code over Fq that is
efficiently syndrome decodable up to t errors and let H ∈ F(n−k)×n be a parity-
check matrix for the code C. Let E = (Gen,Enc,Eval,Dec) be an additively homo-
morphic encryption scheme with message space M = Fq and ciphertext length
ξ = ξ(λ) and let Pt = {v ∈Mn | hw(v) ≤ t}. Then the construction in Figure 1
is an oblivious ciphertext compression scheme for E for message space Pt with
error ϵ = negl(λ) and compression rate δ = 1− k

n .

Proof. Let m ∈ Pt be an arbitrary plaintext vector. We start by observing
that compression only requires an additively homomorphic encryption scheme,
since computing ct′ only requires homomorphic additions and multiplications by
constants. Next, we observe that

Pr

sparse(m) ̸= m′ :

(ek, dk)← Gen(1λ)

ct← Enc(ek,m)

ct′ ← OblivCompress(ek, ct)

m′ ← Decompress(dk, ct′)


17



= Pr

sparse(m) ̸= m′ :

(ek, dk)← Gen(1λ)

ct← Enc(ek,m)

ct′ ← Eval(ek, f, ct)

s← Dec(dk, ct′)

m′ ← Decode(s)


≤ Pr

[
sparse(m) ̸= m′ : m′ ← Decode(f(m))

]
+ negl(λ)

= negl(λ)

where the second to last inequality follows from the correctness of the encryption
scheme and the last one follows from the fact that the code is syndrome decodable
up to t errors and the fact that m ∈ Pt. Finally, we observe that |ct′| = ξ ·(n−k).
Therefore |ct′| ≤ δ · ξ · n for the compression rate δ ≥ 1− k

n . ⊓⊔

Remark 4. The oblivious compression algorithm of Figure 1 can be interpreted
as (homomorphic) syndrome computation. The input is a sparse vector, viewed
as an error vector added to the all-zeros codeword. The result is the syndrome
associated to this error vector.

To better understand what this theorem says, let us consider a code C which
is maximum distance separable and can correct up to

⌊
d−1
2

⌋
errors. For any

linear code that corrects up to t errors, it must hold that d ≥ 2t+ 1 and thus

n− k + 1 = d =⇒ n− k + 1 ≥ 2t+ 1 ⇐⇒ k ≤ n− 2t,

which means that the best (i.e. smallest) compression rate we can achieve with
this approach is

δ = 1− k

n
≥ 1− n− 2t

n
=

2t

n
.

Ignoring the encryption scheme, to just encode a plain vector v ∈ Fn with
hamming weight at most t, we need at least ≈ t · (lg|F|+lg n) bits, since we need
to write down the t non-zero values and their locations. But our coding-theoretic
approach requires 2t · lg|F| bits. When lg n ≈ lg|F|, our approach is concretely
optimal, but when lg|F| >> lgn, then our approach is not. We leave it open
to construct an oblivious compression scheme for encryption schemes with large
plaintext spaces, which achieves the concretely best possible compression rate.

Plugging a concrete efficiently syndrome decodable linear code into our blueprint
from Theorem 26, we obtain the following corollaries.

Corollary 27. Let n, t, q, λ ∈ N, such that q > n and n > 2t > 0. Let E =
(Gen,Enc,Eval,Dec) be an additively homomorphic encryption scheme with mes-
sage space M = Fq and ciphertext length ξ = ξ(λ) and let Pt = {v ∈ Mn |
hw(v) ≤ t}. There exists an oblivious ciphertext compression scheme for E for
message space Pt with error ϵ = negl(λ) and compression rate δ = 2t/n. The
computational complexity of compression is O

(
n
t M(t) log(t)

)
homomorphic ci-

phertext operations and decompression requires O(M(t) log t log q) finite field op-
erations.
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Proof. Let C be a normalized GRS code over Fq as defined in Definition 15 with
parameters n and k = n− 2t. Choose code locators α1, . . . , αn such that αi 7→ i
is efficiently computable. The oblivious compression consists in computing H ·
c homomorphically where H is the parity-check matrix of C. By Lemma 16
with n − k = 2t, this requires O

(
n
t M(t) log(t)

)
linear operations in the finite

field. The decompression reduces to syndrome decoding. By Theorem 18 with
n − k = 2t, the code C is efficiently syndrome decodable up to ⌊n−k

2 ⌋ = t
errors, in O(M(t) log(t) log(q)) finite field operations since the map αi 7→ i is
efficiently computable. The statement then follows from plugging the code C
into Theorem 26. ⊓⊔

The complexity statement in Corollary 27 is expressed generically in terms
of the complexity M(t) of the multiplication of two polynomials of degree less
than t. It can be specialized and sharpened depending on the message spaceM.
The following corollary makes the precise statement for different cases.

Corollary 28. LetM = Fq, and OblivCompress be the oblivious ciphertext com-
pression scheme given in Corollary 27.

(i) If q = 2ℓ, OblivCompress requires O(n log t) ciphertext operations for the
compression, and O

(
t log2 t · log q

)
operations over F2ℓ for the decompres-

sion.
(ii) If q ≡ 1 mod 2ℓ and 2ℓ−1 ≤ 4t < 2ℓ, OblivCompress requires O

(
n log2 t

)
ciphertext operations for the compression, and O

(
t log2 t · log q

)
operations

over Fq for the decompression.
(iii) Without any assumption on Fq, OblivCompress requires O

(
n log2 t log log t

)
ciphertext operations for the compression, and O

(
t log2 t · log log t log q

)
op-

erations over Fq for the decompression.

Proof. When no assumption on q is possible, as in (iii), we do have M(t) =
O(t log t · log log t) using the generic fast polynomial multiplication algorithm
of Cantor and Kaltofen [CK91]. If we further assume that q ≡ 1 mod 2ℓ and
2ℓ−1 ≤ 4t < 2ℓ, we can employ the Fast Fourier Transform with a 2ℓth primitive
root of unity, yielding a complexity of M(t) = O(t log t). One may remark that
2ℓ > 4t is necessary since the syndrome size is n− k = 2t. Plugging these values
of M(t) in Corollary 27 proves (ii) and (iii). The proof for the decompression in
(i) corresponds exactly to Theorem 25 where we use a normalized GRS code over
the LCH basis. The cost for the compression is given by Lemma 23, remarking
that the mapping over an extension binary field described in Remark 3, ensures
that the code locators lie in an affine subspace of Fq, whence the cost of O(n log t)
homomorphic operations. ⊓⊔

4.1 Oblivious Compression with Auxiliary Input

In the oblivious ciphertext compression with auxiliary input setting of Bienstock
et al. [BPSY23], we can further strengthen the approach from above to still
obtain an optimal compression rate. The main idea here is to use the blueprint
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OblivCompress(ek, ct)

1 : f(c) := H · c
2 : ct′ ← E.Eval(ek, f, ct)

3 : return ct′

Decompress(dk, ct, I)

1 : s← E.Dec(dk, ct)

2 : m← C.Decode(s, I)
3 : return m

Fig. 2. Auxiliary-input oblivious ciphertext compression scheme. E is a homomorphic
encryption scheme and C is a linear code with parity-check matrix H.

from Theorem 26, but with a linear code which has improved syndrome decoding
capabilities, when additionally given the locations of the errors.

Theorem 29. Let n, t, k, q, λ ∈ N, let C be a linear [n, k, d] code over Fq that is
efficiently syndrome decodable from known support up to t errors and let H ∈
F(n−k)×n be a parity-check matrix for the code C. Let E = (Gen,Enc,Eval,Dec)
be an additively homomorphic encryption scheme with message space M = Fq

and ciphertext length ξ = ξ(λ). Let Pt = {v ∈ Mn | hw(v) ≤ t}. Then the
construction in Figure 2 is an auxiliary-input oblivious ciphertext compression
scheme for E with message space Pt with error ϵ = negl(λ) and compression rate
δ = 1− k

n .

Proof. The proof is completely analogous to that of Theorem 26 with the only
difference being that we rely on a linear code that is efficiently syndrome decod-
able from known support. ⊓⊔

Instantiating the above theorem with the linear code from Theorem 18, we
obtain an auxiliary-input oblivious compression scheme with optimal compres-
sion rate. The proof of the next corollary is, mutatis mutandis, the same as the
proof of Corollary 27. We use a normalized GRS code over Fq that is efficiently
syndrome decodable from known support up to t errors, with parameters n and
k = n− t. In this case, there is no need for the map αi 7→ i to be efficiently com-
putable. This means that one can choose code locators in geometric progression
and benefit from the improved complexity in Lemma 16.

Corollary 30. Let n, t, q, λ ∈ N, such that q > n and n > t > 0. Let E =
(Gen,Enc,Eval,Dec) be an additively homomorphic encryption scheme with mes-
sage space M = Fq and ciphertext length ξ = ξ(λ) and let Pt = {v ∈ Mn |
hw(v) ≤ t}. There exists an auxiliary-input oblivious ciphertext compression
scheme for E for message space Pt with error ϵ = negl(λ) and compression rate
δ = t/n. The compression requires n

t M(t) +O(n) homomorphic ciphertext oper-
ations and the decompression O(M(t) log t) finite field operations.

Similarly to Corollary 28 for the regular oblivious compression scheme, we
can make the precise the complexity statements with an auxiliary input.

Corollary 31. LetM = Fq, and OblivCompressAux be the auxiliary-input obliv-
ious ciphertext compression scheme given in Corollary 30.
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(i) If q = 2ℓ, or q ≡ 1 mod 2ℓ and 2ℓ−1 ≤ 2t < 2ℓ, OblivCompressAux requires
O(n log t) homomorphic operations for the compression, and O

(
t log2 t

)
op-

erations over Fq for the decompression.
(ii) Without any assumption on Fq, OblivCompressAux requires O(n log t log log t)

homomorphic operations for the compression, and O
(
t log2 t log log t

)
opera-

tions over Fq for the decompression.

Proof. This is a direct consequence of Corollary 30 using the exact complexities
for M(t). For (ii), M(t) = O(t log t log log t) using the generic fast polynomial
algorithm of Cantor and Kaltofen [CK91]. For (i), in both cases, Fq has an FFT
algorithm of complexity O(t log t) (using additive FFT of [LCH14] over binary
extension field, and using the classic Cooley-Tukey FFT otherwise), yielding
M(t) = O(t log t). ⊓⊔

5 Decompression

Let us now see how linear codes allow for efficient oblivious ciphertext decom-
pression. Recall that in this setting the roles of compressor and decompressor are
switched around. The compressor is given the sparse representation of a plain-
text vector m of bounded hamming weight and is asked to produce a succinct
representation ct of this vector. The decompressor is given ct and is asked to
obliviously decompress it into a dense encrypted vector ct′, such that ct′i is an
encryption of mi for each non-zero mi. In terms of privacy, we want ct to hide
the locations of the non-zero entries of m from the decompressor.

Compress(ek,p)

1 : parse p as {(pi, i) | pi ̸= 0}
2 : I := {i ∈ [n] | pi ̸= 0}
3 : m = C.Solve(p, I)
4 : ct← E.Enc(ek,m)

5 : return ct

OblivDecompress(ek, ct)

1 : f(u) := u ·H
2 : ct′ ← E.Eval(ek, f, ct)

3 : return ct′

Fig. 3. Oblivious ciphertext decompression from linear codes. E is a homomorphic
encryption scheme and C is a linear code with parity-check matrix H and Solve(p, I)
finds m, such that c = m ·H satisfies ci = pi for all i ∈ I.

Theorem 32. Let n, t, k, q, λ ∈ N, let C be a linear [n, k, d] code over Fq that is
efficiently syndrome decodable up to t errors and let H ∈ F(n−k)×n be a parity-
check matrix for the code C. Let E = (Gen,Enc,Eval,Dec) be an additively homo-
morphic encryption scheme with message space M = Fq and ciphertext length
ξ = ξ(λ) and let Pt = {v ∈Mn | hw(v) ≤ t}. Then the construction in Figure 3
is an oblivious ciphertext decompression scheme for E for message space Pt with
error ϵ = negl(λ) and compression rate δ = 1− k

n .
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Proof. Let p ∈ Pt, and let I = {i ∈ [n] | pi ̸= 0}. By definition of C and Pt, it is
clear that |I| ≤ t ≤ d−1. We can then apply Corollary 14 to efficiently compute
a vector m ∈ Fn−k

q such that c = m ·H and ci = pi for all i ∈ I. We remark that
no further hypothesis can be made of the values of cj for all j /∈ I. The encoding
ct of m with the encryption scheme E satisfies |ct| = ξ · (n−k). We next observe
that decompression only requires an additive homomorphic encryption scheme
since the function f : u 7→ u ·H only requires additions and multiplications by
constants. Furthermore, by the definition of f , we know that c← f(m) satisfies
ci = pi for all i ∈ I. Since c is a dense vector of dimension n, we have |ct′| ≤ ξ ·n
and then δ = |ct|/|ct′| = (n − k)/n = 1 − k

n . The following observation follows
almost straightforwardly from the correctness of E:

Pr

∃ i ∈ [n] (pi ̸= 0 ∧ pi ̸= p′i) :

(ek, dk)← Gen(1λ)

ct← Compress(ek, sparse(p))

ct′ ← OblivDecompress(ek, ct)

p′ ← Dec(dk, ct′)



= Pr

∃ i ∈ [n] (pi ̸= 0 ∧ pi ̸= p′i) :

(ek, dk)← Gen(1λ)

m← C.Solve(p, I)
ct← E.Enc(ek,m)

ct′ ← E.Eval(ek, f, ct)

p′ ← Dec(dk, ct′)


≤ Pr

[
∃ i ∈ [n] (pi ̸= 0 ∧ pi ̸= p′i) : p

′ ← f(m)
]
+ negl(λ)

= negl(λ).

We finally need that our decompression meets IND-CPA security. Since the
ciphertext decompression is done through a non-encrypted linear function, it is
enough to assume that E is IND-CPA secure. ⊓⊔

Remark 5. The construction of Figure 3 can be interpreted in terms of erasure
correction in the dual code C⊥ of C. The generator matrix of C⊥ is the parity-
check matrix H of C. The compression algorithm is given a sparse vector p,
viewed as a codeword (of the dual code) where some entries have been erased.
It corrects these erasures, that is, it computes a codeword c that agrees with p
on its non-zero entries, and compresses c by computing the corresponding mes-
sage m. The oblivious decompression is given the message and homomorphically
computes the associated codeword.

Plugging concrete linear codes, such as the normalized Generalized Reed-
Solomon codes of Section 2, in the framework of Theorem 32, we obtain easily
the following corollary.
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Corollary 33. Let n, t, q, λ ∈ N, such that q > n and n > t > 0. Let E =
(Gen,Enc,Eval,Dec) be an additively homomorphic encryption scheme with mes-
sage space M = Fq and ciphertext length ξ = ξ(λ) and let Pt = {v ∈ Mn |
hw(v) ≤ t}. There exists an oblivious ciphertext decompression scheme for E
for message space Pt with error ϵ = negl(λ) and compression rate δ = t/n. The
decompression requires n

t M(t) + O(n) homomorphic ciphertext operations and
the compression O(M(t) log t) finite field operations.

Proof. Let C be a normalized GRS code as in Definition 15, with parameters n
and k = n − t and code locators αi = γi, 1 ≤ i ≤ n, for some γ ∈ Fq of order
at least n. The compression computes a message m such that c = m ·H agrees
with the input p on its non-zero entries, where H is the parity-check matrix of C.
By Lemma 17 with n−k = t, this requires O(M(t) log(t)) finite field operations.
The oblivious decompression computes homomorphically c · H. Since the code
locators are in geometric progression, Lemma 16 with n− k = t shows that this
requires n

t M(t) + O(n) homomorphic operations. The statement follows from
plugging the code C into Theorem 32. ⊓⊔

We can directly refine the complexity statements for our oblivious decom-
pression scheme depending on the message space according to the cost of M(t),
as for Corollary 31.

Corollary 34. LetM = Fq, and OblivDecompress be the given oblivious cipher-
text decompression scheme given in Corollary 33.

(i) If we assume that q = 2ℓ, or that q ≡ 1 mod 2ℓ and 2ℓ−1 ≤ 2t < 2ℓ,
OblivDecompress requires O(n log t) ciphertext operations for the decompres-
sion, and O

(
t log2 t

)
operations over Fq for the compression.

(ii) If no assumption is made on Fq, OblivDecompress requires O(n log t log log t)
ciphertext operations for the decompression, and O

(
t log2 t log log t

)
opera-

tions over Fq for the compression.
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