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Consider a situation where it is desirable to protect the privacy of whistle-blowers. There, it would be
interesting to be able to determine if an alert has already been raised but not who has already done so.
Similarly, in order to minimize vulnerabilities in their infrastructure, several organizations want to optimize
their security updates but are reluctant to reveal details pertaining to their current or past attacks or sensitive
network data.

Secure multi-party computing (SMC) is a subfield of cryptography dedicated to the protection of the
privacy of the participants. To solve the above type of issues, the idea is to create methods or protocols
for parties to jointly compute a function over their inputs while keeping those inputs private [5, 3]. More
precisely, a secure multi-party computation is an interactive protocol between several participants (players)
ensuring some security properties such as privacy of parts of the involved data (potentially differential), but
it can also be anonymity, a (potentially zero-knowledge) proof of knowledge, or a verifiable computation.
The efficiency is measured both in terms of average communication/rounds and computations/storage, all
depending on the attacker model (ranging from malicious insider, to random faults, or honest but curious
observer).

In this setting, performing a private set union (PSU), for instance, allows one party, and only one, to
learn the union of its set to that of another party, while keeping the intersection secret. Several methods
for PSU were developed in recent years [5, 8, 14] using techniques such as Linear or Fully Homomorphic
Encryption, Oblivious Transfer or Oblivious Key-Value Stores, etc. We want to investigate in this work the
“fuzzy” or “structure-aware” case were one wants to decide whether an element is in a neighborhood of the
elements of the other set. This is crucial to be able to handle for instance variants of alerts or vulnerabilities.
Both the theoretical and practical aspects are important in order to design efficient solutions.

The Fuzzy Private Set Union (FPSU) problem [7, 13] is a recent research topic that builds upon the
Fuzzy Private Set Intersection (FPSI) setting [10]. The first goal of this internship is to investigate how the
approaches proposed in [7] can be efficiently implemented in practice. More specifically, these approaches
combine several cryptographic building blocks, including Oblivious Key-Value Stores (OKVS) [11] and Pri-
vate Information Retrieval (PIR) [2], together with linearly or fully homomorphic encryption schemes. A key
challenge is to carefully design and tune the interaction between these building blocks in order to minimize
the number of communication rounds, as well as the overall computational and communication costs.

Second, the idea will be to design new methods for the fuzzy case that could take advantage of different
trade-offs and algebraic structures, in order to support static or iterative unions, and various security, privacy
and attacker models (honest but curious, malicious, etc.).

This master project can lead to a PhD project on further secure multi-party computing protocols, for
instance to compute the private set difference, private membership test, or more generally to be able to
efficiently update existing private set settings [6, 1], as well as introducing proven verifiability of the protocols
in the malicious setting [4, 9, 12].
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